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I. Procedure Purpose

This State Information Technology Services Division (SITSD) Procedure defines the steps that the SITSD will follow for providing xxxxxxxxxxxxxxxxxxxxx.  This Procedure implements the requirements in SITSD’s xxxxxxxxxxxx Policy.

I. Applicability
This Procedure applies to ISTSD Personnel and  third-parties (such as contractors or other service providers), who have access to, use or manage SITSD information systems.  

II. Scope

This Procedure applies to information systems for which SITSD has  responsibility.  This Procedure does not apply to any other agency or division.

II. Definition(s)

Refer to the Statewide Information system Policies and Standards Glossary for a list of local definitions.
Refer to the NIST SP800-53 Revision 2 Recommended Security Controls for Federal Information system, Appendix B Glossary for security control definitions.

Refer to the National Information Assurance (IA) Glossary, at http://www.cnss.gov/Assets/pdf/cnssi_4009.pdf for common information assurance definitions.

III. Roles and Responsibilities
The following roles and responsibilities support this procedure:
	Chief Information Officer

	Oversees the information technology resources that purchase information systems for SITSD.


	Deputy Chief Information Officer

	Ensures compliance with security policies and procedures within SITSD.


	Chief Technology Officer

	Monitor bureau compliance and may make enforcement recommendations to the appropriate level of management given the particular circumstances

	Division Personnel

	Responsible for implementation of requirements that are contained in policies and procedures.

	Enterprise Operations Center Team Members

	The SITSD Enterprise Operations Center (EOC) team members are responsible for detecting, reporting and investigating incidents as part of their operational role.  These employees shall coordinate program activities and reporting processes in support of this policy.


	
	


IV. Requirements

The following requirements are:
1. xxxxxxxxxxxxxxxxxx.

2. xxxxxxxxxxxxxxxxxxxxxxxxxxx.

3. xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx.

4. xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx
III. Compliance/Enforcement

Each bureau is responsible for the Procedure’s implementation and enforcement.  The Chief Technology Officer shall monitor bureau compliance and may make enforcement recommendations to the appropriate level of management given the particular circumstances.  
If warranted, management shall take appropriate disciplinary action to enforce this Procedure, up to and including termination of employment, consistent with current State Policy (i.e. MOM 3-3130, Discipline Handling).  When considering formal disciplinary action, management will consult with their assigned Human Resource Specialist before taking action.

V. Change Control and Exceptions

The SITSD Procedure: IT Policies, Standards, Procedures and White Papers shall govern policy changes or exceptions.  Submit requests for a review or change to this instrument by an Action Request form (at http://itsd.mt.gov/content/policy/policies/Administration/action_request.doc).  Submit requests for exceptions by an Exception Request form (at http://itsd.mt.gov/content/policy/policies/Administration/exception_request.doc).  Changes to policies and standards will be prioritized and acted upon based on impact and need.
IV. Closing

Direct questions or comments about this Procedure to the State Information Technology Services Division Administrator at ITSD Service Desk (at http://servicedesk.mt.gov/ess.do), or:

PO Box 200113
Helena, MT 59620-0113
(406) 444-2700
FAX: (406) 444-2701

VI. References
A. Legislation
· §2-15-114 MCA – Security Responsibilities of Departments for Data.

· §2-17-534 MCA - Security Responsibilities of Department.
B. Policies, Directives, Regulations, Rules, Procedures, Memoranda
· ITSD Procedure: IT Policies, Standards, Procedures and White Papers 
· MOM 3-0130 Discipline.

· NIST SP800-53A
· 1-0250.00, MOM
C. Standards, Guidelines
V. Administrative Use
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